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Open Systems Interconnection (OSI) Model

• Published in 1984 by the International Organization for 
Standardization (ISO), as standard ISO 7498

• Try to get companies to agree on common network standards to 
provide interconnections

• Define a reference model (OSI 7-layer model) and a set of protocols

• Predated by TCP/IP in the late 1980s
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https://en.wikipedia.org/wiki/International_Organization_for_Standardization
https://en.wikipedia.org/wiki/ISO_7498


3https://sites.google.com/site/yutbms/osi-model

https://sites.google.com/site/yutbms/osi-model


Internet Protocol Suite (TCP/IP)
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The Internet protocol was 
developed by Defense 
Advanced Research Projects 
Agency (DARPA)

late 1960s

Initiate the 
pioneering ARPANET

1969

TCP/IP communication test 
was performed between 
Stanford and University 
College London

1975

The US Department of Defense 
declared TCP/IP as the 
standard for all military 
computer networking

Mar. 1982

The Internet Engineering Task 
Force (IETF) published the 
spec RFC 1122

1989

https://en.wikipedia.org/wiki/DARPA
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://tools.ietf.org/html/rfc1122


OSI Model vs. TCP/IP Model

5http://mhshohag.com/compare-and-contrast-osi-and-tcp-ip-models/

http://mhshohag.com/compare-and-contrast-osi-and-tcp-ip-models/


Network Topology

• Application layer
− HTTP, FTP, SSH, SMTP

• Transport layer
− Transmission Control Protocol (TCP)

− User Datagram Protocol (UDP)

• Internet layer
− Internet Protocol, ICMP, IGMP (multicast)

− IP addressing (IPv4, IPv6)

• Link layer
− Media Access Control (MAC) addresses

− virtual private networks

− networking tunnels
6

https://en.wikipedia.org/wiki/Media_access_control
https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/Tunneling_protocol


Data Encapsulation

• Data Packet in RFC 1122
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https://tools.ietf.org/html/rfc1122


TCP vs. UDP

Transmission Control 
Protocol (TCP)

Connection-oriented protocol

Reliable. Data will be delivered

Use flow control

Data packets arrived in order

Slower than UDP

User Datagram Protocol 
(UDP)

Connection-less protocol

Unreliable. Data may be lost

No flow control

Data packets arrived in any order

Fast and low latency

8https://www.privateinternetaccess.com/blog/tcp-vs-udp-understanding-the-difference/

https://www.privateinternetaccess.com/blog/tcp-vs-udp-understanding-the-difference/


TCP and UDP Applications

• TCP is best suited to be used for applications that require high reliability 
where timing is less of a concern.
− World Wide Web (HTTP, HTTPS)
− Secure Shell (SSH)
− File Transfer Protocol (FTP)
− Email (SMTP, IMAP/POP)

• UDP is best suited for applications that require speed and efficiency.
− VPN tunneling
− Streaming videos
− Online games
− Live broadcasts
− Domain Name System (DNS)
− Voice over Internet Protocol (VoIP)
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Socket Programming

• Client-server model

• Need to know IP 
address and port of 
server first

10
https://www.javatpoint.com/socket-programming

https://www.javatpoint.com/socket-programming


Socket class

• Create  a Server socket and wait for a client connection

• Create a Client socket
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ServerSocket servSock = new ServerSocket(6666);
//establishes connection and waits for the client
Socket s = servSock.accept();

Socket s = new Socket("localhost", 6666);

https://www.javatpoint.com/socket-programming

https://www.javatpoint.com/socket-programming


import java.net.*;
import java.io.*;
class EchoServer {

public static void main(String args[]) throws Exception {
ServerSocket servSock = new ServerSocket(6666);
System.out.println("Echo server is listening...");
Socket s = servSock.accept();
DataInputStream din = new DataInputStream(s.getInputStream());
DataOutputStream dout = new DataOutputStream(s.getOutputStream());

String str="";
while(!str.equals("quit")){

str = din.readUTF();
System.out.println("client says: " + str);
dout.writeUTF(str);
dout.flush();

}
din.close();
s.close();
servSock.close();

}
}

EchoServer.java

12
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import java.net.*;
import java.io.*;

class TCPClient {
public static void main(String args[]) throws Exception {

Socket s = new Socket("localhost", 6666);
DataInputStream din = new DataInputStream(s.getInputStream());
DataOutputStream dout = new DataOutputStream(s.getOutputStream());
BufferedReader br = new BufferedReader(new InputStreamReader(System.in));

String str = "", str2 = "";
while (!str.equals(“quit")) {

str = br.readLine();
dout.writeUTF(str);
dout.flush();
str2 = din.readUTF();
System.out.println("Server says: " + str2);

}
dout.close();
s.close();

}
}

TCPClient.java



Test EchoServer and TCPClient
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EchoServer.java TCPClient.java
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import java.net.*;
import java.io.*;
class ReadWeb {

public static void main(String args[]) throws Exception {
URL urlObject = new URL("http://www.aiotlab.org");
URLConnection urlConnection = urlObject.openConnection();
urlConnection.setRequestProperty("User-

Agent", "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.11 (KHTML, l
ike Gecko) Chrome/23.0.1271.95 Safari/537.11");

System.out.println(toString(urlConnection.getInputStream()));
}
private static String toString(InputStream inputStream) throws IOException {

try (BufferedReader bufferedReader = new BufferedReader(new InputStreamReader(inpu
tStream, "UTF-8")))

{
String inputLine;
StringBuilder stringBuilder = new StringBuilder();
while ((inputLine = bufferedReader.readLine()) != null)
{

stringBuilder.append(inputLine);
}
return stringBuilder.toString();

}
}}

ReadWeb.java



Reading the HTML Source of a Web Page
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InetAddress Class
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import java.io.*;
import java.net.*;
public class InetDemo{

public static void main(String[] args){
try{
InetAddress ip=InetAddress.getByName("www.aiotlab.org");

System.out.println("Host Name: "+ip.getHostName());
System.out.println("IP Address: "+ip.getHostAddress());
}catch(Exception e){ System.out.println(e);}

}
}



UDP: DatagramSocket class

• Creating a UDP server
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import java.net.*;
public class UDPReceiver{

public static void main(String[] args) throws Exception {
DatagramSocket ds = new DatagramSocket(3000);
byte[] buf = new byte[1024];
DatagramPacket dp = new DatagramPacket(buf, 1024);
ds.receive(dp);
String str = new String(dp.getData(), 0, dp.getLength());
System.out.println(str);
ds.close();

}
}



Sending DatagramPacket

• Sending a packet to localhost “127.0.0.1”
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import java.net.*;
public class UDPSender{

public static void main(String[] args) throws Exception {
DatagramSocket ds = new DatagramSocket();
String str = "Hello World";
InetAddress ip = InetAddress.getByName("127.0.0.1");

DatagramPacket dp = new DatagramPacket(str.getBytes(), str.length(), ip, 3000);
ds.send(dp);
ds.close();

}
}



Test UDP server and client

• Run the server first

• Send packet using client
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Multithread TCP Server

• Previous example can handle only one client

• For multiple clients: using threads
− Handle one client in one thread

22https://www.eginnovations.com/blog/java-threads/

https://www.eginnovations.com/blog/java-threads/


Building a Multithread TCP Server

1. Create a ServerSocket and specify a port to listen on

2. Invoke the ServerSocket's accept()to listen

3. When a client connects to the server, the accept() method 
returns a Socket through which the server can communicate with 
the client. 

4. Pass the Socket to another thread to process so that your server 
can continue listening for additional connections.

5. Call the ServerSocket's accept() method again to listen for 
another connection.

23https://www.javaworld.com/article/2853780/socket-programming-for-scalable-systems.html

https://www.javaworld.com/article/2853780/socket-programming-for-scalable-systems.html
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public class SimpleSocketServer extends Thread
{

private ServerSocket serverSocket;
private int port;
private boolean running = false;
public SimpleSocketServer( int port ) { this.port = port; }
public void startServer() {

try {
serverSocket = new ServerSocket( port );
this.start();

}
catch (IOException e) { e.printStackTrace(); }

}
public void stopServer() {

running = false;
this.interrupt();

}
@Override
public void run() {

……
}
………

https://www.javaworld.com/article/2853780/socket-programming-for-scalable-systems.html

Multithread 
Echo Server

https://www.javaworld.com/article/2853780/socket-programming-for-scalable-systems.html
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public class SimpleSocketServer extends Thread
{

private ServerSocket serverSocket;
private int port;
private boolean running = false;
public SimpleSocketServer( int port ) { this.port = port; }
……
……
@Override
public void run() {

running = true;
while( running ) {

try {
System.out.println( "Listening for a connection" );
Socket socket = serverSocket.accept();
// Pass the socket to the RequestHandler thread for processing
RequestHandler requestHandler = new RequestHandler( socket );
requestHandler.start();

}
catch (IOException e) { e.printStackTrace();}

}
}
……
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public class SimpleSocketServer extends Thread
{

private ServerSocket serverSocket;
private int port;
private boolean running = false;
public SimpleSocketServer( int port ) { this.port = port; }
……
…… 
……
public static void main( String[] args )
{

if( args.length == 0 ) {
System.out.println( "Usage: SimpleSocketServer <port>" );
System.exit( 0 );

}
int port = Integer.parseInt( args[ 0 ] );
System.out.println( "Start server on port: " + port );
SimpleSocketServer server = new SimpleSocketServer( port );
server.startServer();

}
}
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class RequestHandler extends Thread {
private Socket socket;
RequestHandler( Socket socket ) { this.socket = socket; }
@Override
public void run() {

try {
System.out.println( "Received a connection" );
BufferedReader in = new BufferedReader( new InputStreamReader(socket.getInputStream()) );
PrintWriter out = new PrintWriter( socket.getOutputStream() );
out.println( "Echo Server 1.0" );
out.flush();
String line = in.readLine();
while( line != null && line.length() > 0 )
{

out.println( "Echo: " + line );
out.flush();
line = in.readLine();

}
// Close our connection
in.close();
out.close();
socket.close();
System.out.println( "Connection closed" );

}
catch( Exception e ) { e.printStackTrace();}

}
}

Handle Client 
Request
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